
Cloud-based software is all about providing uninterrupted, reliable 

service, making information security a major focus for first-rate 

cloud vendors. Skilled resources, network redundancies, religious 

data back-ups, stand-by power, up-to-date security, and intrusion 

detection are mandatory components for an enterprise-class service. 

This level of infrastructural investment would be overwhelming for 

a single organization or team. Zendesk customers of all sizes get 

the benefit of a comprehensive, high-performance solution with a 

low total cost of ownership—all while keeping their data safe, their 

interactions secure, and their businesses protected. 

Our application and network infrastructure exceeds industry security 

expectations. Our high levels of performance, availability, and 

security are achieved through:

• A dedicated security team

• Systems security monitoring 24x7x365

• Active performance and availability monitoring of all  

      data centers 24x7x365

• Experienced engineering staff with ongoing secure  

      code training

• SSAE 16 Type II compliant data centers

• Restricted IP access, role-based application security with  

      flexible single sign-on, data encryption, ongoing vulnerability  

      scanning, and encrypted offsite backups

• Security features: password complexity / administrator-based  

      single sign-out / roles and permissions / access restrictions

• User authentication and access control

• A secure, multitenant network architecture

• Frequent, human-driven security auditing via network and  

      application penetration testing

• Automated vulnerability analysis via external platform and  

      application vulnerability scans

• Regular updates rolled out to all customers, ensuring everyone  

      has the latest application and security innovations

Methodology

Zendesk continually performs risk analysis to achieve the highest 

level of security. Our “risk model” approach assumes that 99% 

secure is not good enough, because the remaining 1% can cause 

serious issues. Security concepts and techniques have been 

integral to our solution’s design right from the beginning. We 

dedicate resources to ensure that our security infrastructure is 
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robust, including ongoing threat assessment, constant monitoring of 

production systems, deployment of the latest security technologies, 

and the use of highly scalable and redundant online infrastructures. 

We perform design reviews and risk analysis to ensure the integrity 

of the controls for our customer data.

Physical Security

Zendesk servers are hosted at Tier III, SSAE-16, or ISO 27001 

compliant facilities.

Facilities features 24-hour manned security, biometric access 

control, video surveillance, and physical locks. The co-location 

facilities are powered by redundant supplies, each with UPS and 

backup generators. All systems, networked devices, and circuits are 

constantly monitored by both Zendesk and the co-location providers. 

Only a small group of our employees have physical access to the 

servers.

Network Security

Our network is protected by best-of-class firewall and router 

technology, SSL encryption, and a network intrusion detection 

system that monitors and proactively blocks malicious traffic and 

other undesirables. We retain all log files and perform real-time 

analysis to proactively monitor network activity. Automated alerting 

allows our security team to respond to issues immediately. 

Transmission Security

All communications with Zendesk servers are encrypted by default 

using industry standard SSL. This ensures that all traffic between 

you and Zendesk is secure during transit. Unlike email-based 

communication, most of which flows unprotected over the Internet, 

your communication with Zendesk is completely protected.

Access Control

All access to data within Zendesk is governed by access rights. 

Every user who attempts to access your Zendesk is authenticated 

by username and password. The administrator of your Zendesk 

instance may define granular access privileges to individual users 

using the administrator’s centralized policy management feature.

Our security architecture ensures that each request to Zendesk is 

accompanied by user identity credentials to ensure segregation of 

customer data.

Application Security

Zendesk maintains a robust application audit log, to include security 

events such as user logins or configuration changes. The Zendesk 

application utilizes numerous framework level protections to 

help prevent Web application vulnerabilities such as cross-site 

request forgery (CSRF), cross-site scripting (XSS), or SQL injections. 

Additionally, Zendesk follows secure credential storage best practices 

by storing passwords using the bcrypt (salted) hash function.

Vulnerability Management

Zendesk and its supporting data security infrastructure are 

frequently reviewed for potentially harmful vulnerabilities.

We use industry-recognized, third-party security specialists, 

enterprise-class security solutions, and custom in-house tools to 

regularly analyze the application and production infrastructure to 

ensure that any vulnerabilities are identified and swiftly mitigated.

Privacy

Zendesk is certified under E.U.-U.S. and Swiss-U.S. Safe Harbor 

Programs and is registered with the U.S. Department of Commerce’s 

Safe Harbor Program.
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